Step 3: Enable Archiving for MailEnable Users

You can journal all email messages transacted by the users on your MailEnable
domain by defining mail filter for all/required users.

The mail filter setting enables you to deliver outbound and internal-sending
delivery to Vaultastic.

All the users must be provisioned on the corresponding Vaultastic domain. If a user

is not present on Vaultastic, email messages sent to or received from that user will
not be archived on Vaultastic domain.

Follow the steps mentioned below to configure a mail filter for all/required users of
your domain hosted on MailEnable.

Create New Filter
To configure mail filter settings for your domain or organizational unit:

i. Sign in to the MailEnable Admin Console and expand the Filters option on the
left pane.
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From MailEnable admin console,
navigate to Filters option :
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ii. Create New Filter to forward email messages sent from and received to the user

of MailEnable domain
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Enable Standard Criteria

i. From the list of standard criteria, select to enable below mentioned criteria

options
e Where the TO or CC header line contains specific words

¢ Where the From header line contains specific words
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| B4 Filter Management X

Criteria
Enabde the criteia which will be checked for this filter. ¥ ary of the criteria is met, then the
action(s) will be performed. Double click an tem to edd ts properies,

(®) Use standand criteria

Status Description n
Disabled  Where the To header bne contains specific words

(isabled  Where the COC header ine contains specific words

Enabled  Where the To or CC header line containg spectiic words

Dizsabled  Where the message iz marked as priority

Enabled  Where the From header ine contains specific words

Desabled MmmWﬁuﬁmmmT
Mizshlad  Whars the messsne hae sHachmenis

() Use a criteria script Edit script

From the list of standard criteria, select to enable below

mentioned criteria options

« Wherethe TO or CC header line contains specificwords

+ Where the From header line contains specific words -

ii. Double click the criteria item Where the TO or CC header line contains specific

words from the list to update properties
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| B Filter Management

Criteria

Enable the criteria which will be checked for this filter. f any of the critenia is met, then the
action(s) will be peformed. Double click an em to adt its properies,

(®) Use standard criteria

Status Description )
Disabled  Where the To header line contains specfic words
Digabled  Where the CC header line contains specific words
| Disabled  Where the To or CC header Ine contains specfic words | @
Disabled  Where the message is marked as prionty
Dissbled  Where the From header line contains specfic .
Disabled ~ Where the message size is more than limit Double-click the criteria
Nisahled  Where the messane has sftarhments “Where the To or CC header
O Use a criteria script Edit script line contains specific words "~
to update its properties
Actions v
Add the actions that will be pedformed when the above criteria are met. Double click
an item to edit &s properies.
Ations .
-

oot At
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Criteria Properties - Where the To or CC header line contains specif... X |

Crteria: Where the To or CC header line contains specific words

The * character can be used as a wildcard. Words are strings which are
separated by a space. camage retum, linefeed, and either a single or double
quote. Other symbaols are determined to be part of the word.

(® Use short word list {maximum of 2000 characters, but better peformance)
To add to the list, enter details (comma delimited) below: e
john.smith@baya.in Add

i

, = Select the option Use short

List: word list

= Enter primary email-id of
the user

- Click Add to update the list

v

() Use extemal word list file
GENERAL v Edt. | |

0K Cancel
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Criteria Properties - Where the To or CC header line contains specif... X

Critesia:  Where the To or CC header line contains specific words

[¥] Enabled »

The * character can be used as a wildcard. Words = S
separated by a space. camage retum. inefeed. and . pnaple the criteria
quote. Other symbols are determinedtobe part of th | . oK 1o proceed
(®) Use short word list {maodmum of 2000 characters, but better peformance)

To add to the list, enter details ([comma delimited) below:

Add
List:
john.smith@hbaya.in Remowe
(O Use extemal word list file
GENERAL Edit
OK ~ Cancel

Select the option Use short word list

Enter primary email-id of the user

Click Add to update the list

Enable the criteria

Click OK to proceed

iii. Double click the criteria item Where the From header line contains specific
words from the list to update properties
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| B Filter Management X

Criteria

Enable the criteria which will be checked for this filter. f any of the criteria is met, then the
action(s) will be performed. Double click an fem to edt its proparties,

(®) Use standard criteria

Status Description A
Disabled  Where the To header line contains specffic words
Disabled  Where the CC header line contains specific words
Disabled  Where the To or CC header ine contains specific wonds
i Where the message is markied as priorty
| Disabled Where the From header ine cortains specic words |~
i Where the message size is more than lim#
Nirahlad Where the meseanes has attarhments - “
Double-click the criteria
critedia Edit .
O Usea Bt = “Where the From header line
_ contains specific words " to
Actions update its properties
Add the actions that wil be perfformed when the above criti =
an item to edit &s properies.
Actions rs
-
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Criteria Properties - Where the From header line contains specific... X

| Crterda: Where the From header line contains specific words

[ Friahled

| The * character can be used as a wildcard. Words are strings which are
separated by a space, camiage retum, linefeed, and either a single or double

| quote. Other symbols are determined to be part of the word.
|

| (® Use short word list (naximum of 2000 charactess, but better peformance)

To add to the list, enter details ([comma delimited) below: ¢ !
john.smith@baya.in | Add |

I

= Select the option Use short
word list

= Enter primary email-id of
the user

| - Click Add to update the list

' () Use extemal word list file
GENERAL v Edit

OK Cancel
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Criteria Properties - Where the From header line contains specific... X |

| Crteria:  Where the From header line contains specific words

| [ Enabled ®

separated by a space. camage retum. linefeed. and Enable the criteria

| The * character can be used as a wildcard. Words - :
quote. Other symbols are determined to be part an{ Click OK to proceed

| (@ Use short word list {maximum of 2000 characters. but better peformance) 1
To add to the list, enter details (comma delimited) below:

| A
!

List:

john.smith@ baya.in Remave
|
|
|
t O Use extemal word list file

GENERAL N Edit
OK Cancel

e Select the option Use short word list
® Enter primary email-id of the user

e (lick Add to update the list

® Enable the criteria

e (Click OK to proceed

Add Actions to be performed
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i. Click the Add Action button.

Add the actions mentioned below to be performed when the above selected
criteria are met.

¢ Add Message Header

e Forward to address

| =4 Filter Management X

Critera
Enable the criteria which will be checked for this fiter. ¥ ary of the criteria is met, then the
action(s) will be performed. Double click an tem to adi s propertias,

{®) Use standard criteria

Status Description g
Disabled  Where the To header ine contains specific words

Disabled  YWhere the CC header bne contains specific words

Enabled  Where the To or CC header line contains specic words

Dizabled  Where the message iz marked as prority

Enabled  Where the From header ine contains specific words

Disabled  Where the message size is more than limit
Mieaklad Whare the meazeans hae aHarhmenic

() Use a criteria script Edit script

Actions

Add the actions that will be performed when the above critera are met. Double click
an item to edit its properties.

Actions .
-
Add the actions to be performed
when the above selected criteria
are met.
Close

ii. Select the action item Add Message Header
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f B Filtes Management

Criteria
Enable the criteria which will be checked for this fiter. I any of the criteria is met, then the
action(s) will be performed. Double click an item to edt its properties,
® Use standard ctera
Select Action ot ~
Select action to create:
Copy to BadMail .
Copy to Quarantine
Delete Message
Motify Sender
Notify Recipient
Motify Address W
Forward to Address
':.1- atio
Add Message Header
gﬂmm
Actions op
Add Subject Prefix
Add the actiohs that will be ouble click
an item to ed its propertia
Actions -
| Concdl |

1. Selectthe action item
Add Message Header

® Enter header item as X-ME-VAULTASTIC-ENV-SENDER
e Enter Header Value as [ME_SENDER]

® (Click OK to proceed.
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B Filter Management

Criteria

Enable the criteria which will be checked for this fiter. ¥ any of the criteria is met_ then the
action(s) will be peformed. Double click an item to adi &5 properties,

(®) Use standard criteria

Status Description &
Disabled  Where the To header line contains specific words _
Disz
Add Head X
Endl EAdEr
Disz  Action: Thiz action adds a header item to the message. I the header
Ena item already exists it will be replaced.
Disz
|_Miez [»] Enabled W
O Usez Header tem fe.g. X-Spam): [K-ME-VAULTASTIC-ENV-SENI|
Header value:
) |[ME_SENDER] |
Addthe i
i | ok || caced
Act _la
= Enter header item as X-ME-VAULTASTIC-ENV-SENDER
« Enter Header Value as [ME_SEMNDER]
Delete Action

iii. Select the action item Forward to Address
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Critena

antem o s o

B Filter Management

Select action to create:

Copy to BadMad
Copy to Quarantine
Delete Message
Motify Sender

-- Address
Forward to Address
Execute Application
Add Message Header
Mark as spam

Stop Processing Filters
Add Subject Prefic

K

| Actions

AR

2. Selectthe action item
Forward to Address

1

Enable the criteria which will be checked for this fiter. ¥ any of the criteda is met, then the
action(s) will be pedformed. Double click an item to edd s properies.

® Use o ; Select Action x

ﬁ

imet. Double click
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B Filter Management
Criteria
Enable the criteria which will be checked for this fiter. if any of the critenia is met, then the
action(s) will be peformed. Double click an tem to edd ts properies.

(@) Use standand criteria

Status Description

Dizabled  Where the To header ine contains specific wonds

Disabled  Wifkaes fem © bmmda bee e ks A

Enabled Action - Forward message X
Disablec

Enabled Action:  This action creates a copy of the emall and forwands it to
a specified email address. The original email will not be
Disabled deleted.

|_Mienhias

Dmawg&a‘.ﬂed

_ Email address: john.smith@ baya.vaultastic.com |

Actions

Actions

[4] Add a headerto Enter Vaultastic id of the userto
which a copy of an email will be
forwarded.

Delete Acton |
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&4 Filter Management X

Critena
Enable the criteria which will be checked for this fiter. E any of the criteria is met, then the
action(s) will be peformed. Double click an tem to edi s properties.

(® Use standard criteria

Status Description ~
Disabled  Where the To header line contains spacfic words

Enabled  Wherethe To or CC header ine contains specific words

Disabled  Where the message is marked as prodty

Enabled  Where the From header line contains specific words

Disabled  Where the message size is more than imit

| Nigahlad  Whens the meseans hae stachmants

() Use a criteria script Edit script

Actions
Add the actions that will be performed when the above crteria are met. Double click
an item to edit #s properdies.

Actions
[] Add a header to a message -
[+] Forward message to specified recipient.

Delete Action Click Close to proceed L

e Enter Vaultastic id of the user to which a copy of an email will be forwarded.
® (Click Close to proceed.

This way you need to add mail filter for each user on your domain hosted on
MailEnable.
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