VaultasticActiveStoreMailUpload API

About this API

VaultasticActiveStoreMailUpload APl is used to upload mails with varying sizes, faster uploads, and processing. It
is a two-part call to upload mail to VaultasticActiveStoreMailUpload API.

Resources

To build an SDK using the APl in a language of your choice refer to this document
(https://vaultastic.mithi.com/res/VaultasticActiveStoreMailUpload_API-SDK_Specifications.pdf).

Calling the APIs

1. Send the initial request to get a pre-signed URL:

To initiate an upload, use https://vaultasticactivestoremailuploadapi.vaultastic.com URL with the POST
method.

Create a POST request to the upload URI:
Method:

POST https://vaultasticactivestoremailuploadapi.vaultastic.com
Headers:

1. x-api-key:

2. User-Agent:
Success Response:

If the initiation request succeeds, the response includes a 200 OK HTTP status code.

In addition, it includes an Pre-Signed URL and fields in the JSON response data:
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"url": "https://indl-mithi-vv4-dcl-api-temp-mailstorage-s3.s3.amazonaws.com/",
"fields": {
"key": "w38g5qwhgj/2021/02/02/11/2971ddb3-1058-4af9-ba9d-c925e51lafca7.eml",
"x-amz-algorithm": "AWS4-HMAC-SHA256",
"x-amz-credential”: "ASIAUFC440ICB60IONNC/20210202/ap-south-1/s3/aws4_request",
"x-amz-date": "20210202T112803z",

"x-amz-security-token": "IQoJb3JpZ2luX2VJiEOv//////////WEaCmFwLXNvdXROLTEiSDBGAiEA06
Vt4YvJIBO4TI0tZL9Z8yXSIASgbNPV5Gr4 jWxCWxgACIQCclEKEEREHrMDGbbvpQZ2dX4jy14StvQda/ 6 ImmUGIxyr3AQ3jU/////
/////8BEARaDDI4NTgxMDEyNzM2NCIMCww60I2v6F0v8SgXKssBepPo/AbxdGtF3H510SPS1WxnJ0217VEzZaSC8ewN61vEVSIr
h6gOvVkAthlUlgWgObSYKHRG2XsVy+/QhrvewY/o8Ln24gnukstsBLdxHYIAdJAGNYJj21R3HYRvmhTgqyMrKrXcjolMpMPMFrx11l
vhViWghyoSQnlpjT68tn+ezaNLBMNCvn8NwvTbj++pTUnunnk54tQ3rdIF9Fwzp+xNka5bOtx+CASgDAtagqm62vYTHHA1CvtBgnZ
OhSUhkdTgL2spHpz53Jvk/UkIw]jtvkgAY63wGyzbT1NywgZfQD1FdZiv]1sB1BBBbQwWBFJDAecYXyHEfXyXjPed3vHfhAlS5alw/ 70
xVUs0Aj+PPvAOpLo8RBhSuB30Ex4aMuDX1luIgKpum9h/gbjlddkujDM/avDPxNabCTRFybggqB4k+ogHdAGNIEOs2ZR0OkE0bjnVC
DpxUicIncR3RHT1InMk5EZzBHS5gqIwh96Sb2LYQfUFhTXoJnmeDLH+Fe7h13tQZ2Ys6YTRO10VbHSTNwu6x0EgSzmodYWiWwhdwCjhcJd
w/98EKfHUf3Z21Ia8Z1PW/F1GZfbd6laGpanE9",

"policy": "eyJleHBpcmF0aW9uIjogIjIwMjEtMDItMDJUMTE6MzM6MDNaIiwgImNvbmRpdGlvbnMiOiBb
eyJidWNrzxQiOiAiaW5kMS1ltaXRoaS12djQtZGMxLWEFwaS10ZW1lwLWlhaWxzdG9yYWd1LXMzIn0sIHs1a2V5IjogInczOHElcXd
0Z20vMjAyMS8wMi8wMi8xMS8yOTcxZGR1iMyOxMDU4LTRhZjktYmESZC1jOTI1ZTUXYWZjYTcuZWlsInOsIHsieClhbXotYWxnb3
JpdGhtIjogIkFXUzQtSE1BQylTSEEYNTYifSwgeyJ4LWFteiljcmVkZW50aWFsIjogIkFTSUFVRKkMONESJQOI2TO1PTk5DLzIwM
JEWMJAYL2FWwLXNVAXROLTEvCczMvYXdzNF9yZXF1ZXNOInOsIHsieClhbXotZGFO0ZSI6ICIyMDIxMDIwMIQxMTI4MDNaInOsIHs1
eClhbXotc2VjdXJpdHktdG9rZW4i0iAiSVFvSmIzSnBaMmx1WDJIWakVPdi8vLy8vLy8vLy93RWFDbUZ3TFhOdmRYUmOMVEVPUOR
CROFpRUFVN1ZONF12SkJPNFQ5MHRaTD1aOH1YUO1BU2diT1BWNUAyNGpXeENXeGABQO1RQ2NsRWEtFRVIJFSHINREAiYnZwUVoyZFE
g0anlsNFNOV1FkcS82SW1tVUdKeH1yMOFRalUvLy8vLy8vLy8vOEJFQUFhRERINESUZ3hNREVSTnpNMk5DSU1DA3c2T0kyd  ZGM
HY4U3FYS3NzQmVwUG8vQWI4ZEAORJNINWkwU1BTMVd4bkpPMJE3VmMZ 6WmEFTQzh1d042MXZFdnMxcmg2cU92VmtBAGhsVTFnV3FP
YINZSOhScTJYc1lZ5Ky9RaHJI2NNndZL284TG4yNGdudWt zdHNCTGR4 SF1IJQWRKQWAOWWoyMVIZzSF1SdmloVHF5TXJLclhjam8xTXB
NUE1GcngxbHZoV1dxaHlvU1FuMXBgVDY4dG4rZXphTkxCTUSDAm44Tnd2VGIgKytwVEVudWSuazUOdFEzcmRIR] 1Gd3pwK3hOa2
E1Yk90eCtDQTVXREFOYXFtN]jJ2WVRISDOxQ3Z00mduWk90oU1lVoa2RUZ0Owyc3BIcHo1MOp2ay9vall3anR2a2dBWTYzd0d5emJUM
U55d3FaZlFEbEZkWm1 2bHNCMUJCOMIRAOIGSKkRBZWNZWHIIZ1h5WGpQZTQzdkhmaEEXNWExdy 8 3SMHhWVXMwQWorUFB2QTBwWTG84
UkJoU3VCM2 9FeDRhTXVEWGx1SXFLcHVtOWgVZ2JgbGRka3VgREOVYXZEUHhOYWIDVEJIGeWJIncUIOaytvZ0hkQUdOOUVPczJaUjB
rzjBiam5WQORweFVpY01luY1IzUkhUbG5NazVFekJIUzVxSXdoOTZTYJIMWVEMVUZoVEhvSm5t ZURMSCtGZTdoMINOUVpZczZZVE
JPMTBWYkglVE53dTZ4MEVNU3ptb2RZV1doZHdDamhjSncvOThFS2ZIVWYzWjFIJYThabFBXLOYxR1pmYmQ2bGFHcGFuRTkifv1o"

’

"x-amz-signature": "cf6030905a07cf78£f6cl15£54d34elca6ad631773d13a97699c5fb8elb59fde

You should save the Pre-Signed URL so you can upload the file data. A Pre-Signed URL expires after 5 Minutes.
Error Response:

If the required header of x-api-key is not provided:

HTTP Status : 403

"message": "Forbidden"
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2. Second request to upload the content:

Create a processed mail using VaultasticActiveStoreMailUpload API-SDK and upload to Pre-Signed URL from
Initial Request.

Create a POST request to the Pre-Signed URL:
Method:

POST
Payload:

Create a payload of type form-data with keys and value extracted from Response JSON "fields" from Initial
Request and append another key file with processed mail as value.

Example:

"key": "w38g5qwhgj/2021/02/02/11/2971ddb3-1058-4af9-ba9d-c925e51lafca7.eml",
"x-amz-algorithm": "AWS4-HMAC-SHA256",
"x-amz-credential”: "ASIAUFC440ICB60IONNC/20210202/ap-south-1/s3/aws4 request",
"x-amz-date": "20210202T112803z",

"x-amz-security-token": "IQoJb3JpZ2luX2ViEOv//////////wEaCmFwLXNvdXRoLTEiSDBGAiEA06
Vt4YvIBO4ATI0tZL9Z8yXSIASGbNPV5Gr4WxCWxgACIQCCc1EKEEREHrMDGbbvpQZ2dX45y14StvVodg/ 6 ImmUGIxyr3AQ3U/////
/////8BEARaDDI4NTgxMDEyNzM2NCIMCww60I2v6F0v8SgXKssBepPo/AbxdGtF3H510SPS1WxnJ0217VEzZaSC8ewN61vEVsSlr
h6gqOvVkAthlUlgWgObSYKHRG2XsVy+/QhrvewY/o8Ln24gnukstsBLAxHYIAdJAGNYj21R3HYRvmhTqyMrKrXcjolMpMPMFrx11l
vhViWghyoSQOnlpjT68tn+ezaNLBMNCvn8NwvTbj++pTUnunnk54tQ3rdIF9Fwzp+xNkaS5bOtx+CASgDAtaqm62vYTHH41CvtBgnZ
OhSUhkdTgL2spHpz53Jvk/UkIw]jtvkgAY63wGyzbT1NywgZfQD1FdZiv1sB1BBBbQWBFJDAecYXyHEXyXjPed43vHfhAlS5alw/ 70
xVUs0AJj+PPvAOpLo8RBhSuB30Ex4aMuDX1luIgKpum9h/gbjlddkujDM/avDPxNabCTRFybggqB4k+ogHdAGNIEOs2ZR0kf0bjnVC
DpxUicIncR3RHT1InNMk5EZzBHS5gIwh96Sb2LYQfUFhTXoJdnmeDLH+Fe7h13tQ0Z2Ys6YTROI0VOHSTNwu6x0EgSzmodYWWhdwCjhcJd
w/98EKfHUf3Z1Ta8Z1PW/F1GZfbd6laGpanE9",

"policy": "eyJleHBpcmFO0aW9uIjogIjIwMjEtMDItMDJUMTE6MzM6MDNaIiwgImNvbmRpdGlvbnMiOiBb
eyJidWNrzXQiOiAiaWbkMS1taXRoaS12djQtZGMxLWFwaS10ZWlwLWlhaWxzdGOyYWd1LXMzIn0sIHs1a2V5IjogInczOHElcXd
0Z20vMjAyMS8wMiB8wMi8xMS8yOTcxZGR1iMyOxMDU4LTRhZjktYmESZC1jOTI1ZTUXYWZjYTcuZWlsInOsIHsieClhbXotYWxnb3
JpdGhtIjogIlkFXUzQtSEIBQylTSEEYNTYifSwgeyJ4LWFteiljcmVkZW50aWFsIjogIkFTSUFVRKMONESJQOI2T01PTk5DLzIwM
JEWMIAYL2FWLXNVAXROLTEvCczMvYXdzNF9yZXF1ZXNOIn0sIHsieClhbXotZGF0ZSI6ICIyMDIXMDIWM1QxXMTI4MDNaInOsIHsi
eClhbXotc2VjdXJpdHktdG9rZW4i0iAiSVEVSMIzSnBaMmx1WDIWakVPdi8vLy8vLy8vLy93RWEFDbUZ3TFhOdmRYUmOMVEVPUOR
CROFpRUFVN1ZONF12SkJPNFQS5MHRaTD1aOH1YUO1BU2diT1BWNUdyNGpXeENXeGABQO1RQ2NSRWEFRVIJFSHINREdiYnZwUVoyZF
g0anlsNENOV1FkcS82SW1tVUdKeH1yMO0FRalUvLy8vLy8vLy8vOEJFQUFhRERINESUZ3hNREVSTnpNMk5DSU1Dd3¢c2T0kyd]jZGM
HY4U3FYS3NzQmVwUG8VQWJI4ZEAORJNINWkwU1BTMVd4bkpPMIE3VMZ 6WmFTQzh1d042MXZFdnMxcmg2cU92VmtBAGhsVTFnV3FP
YINZSOhScTJYc1lZ5Ky9RaHI2NNdZL284TG4 yNGAudWt zdHNCTGR4SF1IJQWRKQWAOWWoyMVIZzSF1SdmloVHEF5TXJLclhjam8xTXB
NUE1GcngxbHZoV1dxaH1vU1FuMXBgVDY4dG4rZXphTkxCTU5DAmM4 4 Tnd2VGIgKytwVEVudiW5uazU0dFEzcmRIRY 1Gd3pwK3hoa?
E1Yk90eCtDQTVXREFOYXFtNJJIJ2WVRISDOxQ3Z00mduWk90oU1lVoa2RUZ0wyc3BIcHo1MOp2ay9Va0l3anR2a2dBWTYzd0d5emJUM
U55d3FazZlFEbEZkWm1 2bHNCMUJCOMIRAOJIGSKkRBZWNZWHIIZ1h5WGpQZTQzdkhmaEEXNWExdy8 3AMHhWVXMwQWorUFB2QTBwWTG84
UkJoU3VCM2 9FeDRhTXVEWGx1SXFLcHVtOWgVZ2JgqbGRka3VgREOVYXZEUHhOYWJIDVEJIGeWIncUIOaytvZ0hkQUdAOOUVPczJaUjB
rZjBiam5WQORweFVpY01luY1IzUkhUbG5NazVFekJIUzVxSXdoOTZTYJIMWVEFMVUZoVEFhvSm5tZURMSCtGZTdoMTNOUVpZCczZZVE
JPMTBWYkglVES53dTZ4AMEVNU3ptb2RZV1doZHdDamhjSncvOThFS2ZIVWY zWjFIYThabFBXLOYXR1pmYmQ2bGFHcGFuRTkifv1o"

4

"x-amz-signature": "cf60309b5a07cf78£ff6cl15f54d34elcabad631773d13a97699c5fb8el659fde
7"

NfFilem. "n

Success Response:
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If the upload request succeeds, the response includes a 204 No Content HTTP status code.
Error Response:

If the request is made past 5 minutes.

HTTP Status : 400

AccessDenied
Invalid according to Policy: Policy expired.
B3321ECB582BF425

WDU/zqlOgkcX9ry/AE4rG89u02Q0tq/C9roZ2g+07ZdVrKgqvDICyC2v0Yn8PNf7YYrbgkVUglsG0=
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